ABSTRACT This paper investigates the secrecy performance of a wireless-powered two-way relay network in the presence of an eavesdropper. Based on adaptive time allocation (TA) and power splitting (PS), a novel secure relaying protocol is proposed. For the purpose of secrecy capacity maximization, the optimal TA ratio and PS ratio, which are adaptively adjusted according to instantaneous channel state information, are derived in high signal-to-noise ratio regime through a split-step iterative method. Numerical results show that in the case of unknown wiretap channels, the proposed protocol can also obtain near-optimal secrecy capacity. Moreover, the proposed protocol has better secrecy capacity performance than the PS relaying protocol in various scenarios.
In addition to one-way relaying, EH-based two-way relaying (TWR) also attracts considerable attention owning to its high spectral efficiency than one-way relaying networks [9] [10] [11] [12] [13] . In [9] and [10] , the TSR and PSR schemes for EH two-step TWR networks were investigated, respectively, and the achievable throughput was also analyzed. The optimal PS-TWR was proposed to maximize system achievable sumrate [11] . Moreover, a three-step scheme in TWR networks was introduced in [12] , which outperformed the two-step one in terms of throughput. Based on this, in [13] , the optimal PSR and TSR to maximize system outage probability were presented.
Furthermore, physical layer security has aroused great concern in relaying networks due to the vulnerability of wireless networks [14] [15] [16] [17] . In this regard, secrecy capacity for PSR and TSR protocols was analyzed in [14] for oneway untrusted relaying networks, where it was confirmed that PSR outperforms TSR. The problem of secure rate and energy efficiency was jointly investigated in two-way untrusted relaying systems [15] . In addition, the optimal TSR and PSR were analyzed for the maximization of the achievable secrecy capacity in two-way networks [16] . Then, secure performance for three-step two-way relaying networks was also analyzed in [17] .
Nevertheless, to the best of the authors' knowledge, the joint TA and PS in two-way SWIPT relaying networks to maximize secrecy capacity remains to be addressed. To fill this gap, a secure JTAPS protocol, which adaptively sets the PS ratio and the TA ratio to determine time allocation and the amount of harvested energy, is proposed. By maximizing the secrecy capacity, the optimal PS ratio and TS ratio are derived and verified in high signal-to-noise ratio (SNR) regime. Specifically, without knowing the channel state information of the eavesdropper, the proposed protocol also achieves near-optimal secrecy capacity. Moreover, numerical results reveal that the proposed protocol outperforms the PS-TWR protocol.
The paper is structured as follows. Section II reviews the SWIPT-based two-way relay model. In Section III, the optimal ratios for maximizing the secrecy capacity of the proposed secure JTAPS protocol are derived for the investigated network. Section IV shows the numerical results, followed by conclusions in Section V.
II. SYSTEM MODEL
As shown, a TWR network is presented in Fig. 1 , which consists of sources S 1 and S 2 , an EH relay R and a single eavesdropper E. Assuming that all nodes work in the mode of half-duplex and the direct path of the two sources is unavailable. The quasi-static fading channel gains for S 1 -to-R, S 2 -to-R, S 1 -to-E, S 2 -to-E and R-to-E are expressed as h 1 , h 2 , g 1 , g 2 and g r , respectively, and channel reciprocity is assumed. In addition, the noise in any two nodes is the additive white Gaussian noise (AWGN) with CN (0, δ 2 ).
The considered JTAPS protocol in the system operates in two phases. Signals are transmitted from the sources S 1 and S 2 to the relay during phase 1 (e.g., αT , 0 < α < 1, where T and α are the block time and time allocation ratio, respectively). Signal received at node R is divide into two proportions, e.g., ρ and (1 − ρ), where 0 < ρ < 1. Note that the former is utilized for energy harvesting, and the latter is for signal processing, respectively. The relay forwards the processed signal to each source in the phase 2 with the whole harvested energy.
The received signal utilized for information processing in phase 1 at the node R is given by
where n r denotes the AWGN at node R, s i and P i are the signal and transmission power from the source S i (i ∈ {1, 2}), respectively. The transmission power is assumed as P 1 = P 2 = P [17] . Therefore, the harvested energy in R is given by
where η represent the efficiency of the energy conversion. Signals intercepted by eavesdropper and the SNR for transmission from S¯i to S i in phase 1 can be expressed separately as
e,i = P g¯i
where n e represents the AWGN at node E, i,ī ∈ {1, 2} with i =ī. During phase 2, relay amplifies y r in (1) and forwards it to sources. The transmitting signal from relay is given by
where
Hence, the received signal at S i and E can be calculated as y s,i = h i x r + n s,i and y e2 = g r x r + n e , respectively, where n s,i is the AWGN at S i . After self-interference cancelation, the SNR from S¯i to S i can then be represented as
Moreover, the SNR for detecting s¯i at E during the second phase is given in (7), as shown at the top of the next page. Then, the received rate at S i can be obtained as
and the achievable rate at E for intercepting signals s¯i can be calculated as R e,i = R [1] e,i + R [2] e,i ,
where R [1] e,i = αlog 2 1 + γ
e,i , R [2] e,i = (1 − α) log 2 1 + γ [2] e,i .
III. PROPOSED SECURE PROTOCOL AND SECRECY CAPACITY ANALYSIS
Section III focuses on the optimization of secrecy capacity in proposed secure JTAPS protocol. The secrecy capacity in two-way relay network is derived firstly. Then, the optimal time allocation α * and power splitting ρ * are deduced to maximize secrecy capacity through a split-step iterative method in high SNR regime. The secrecy capacity for the relayed ) . Therefore, the twoway secrecy capacity can be written as
Furthermore, the energy harvesting technology is usually applicable in high SNR regime on account of the low sensitivity of radio frequency EH [19] . As a result, the optimization problem to maximize secrecy capacity can be approximated as
It is easy to obtain that the problem of maximize secrecy capacity in (11) is non-convex. Therefore, two propositions are provided to achieve the optimal solution.
Proposition 1: For a given TA ratio α, the optimal PS ratio of (P) in high SNR regime can be determined as
Proof: For a given α, considering that R [1] e,i is not a function of ρ, therefore, the problem of (P) is equivalent to the problem of (P 1 ), e.g.,
where γ s,i is shown in (14) ,as shown at the top of the next page. The first and second derivatives of γ s,i with respect to ρ can be expressed as
Apparently we have ρA 3 + A 4 > 0 and
has lower order than A 3 (A 2 − A 3 ) with δ 2 . Therefore,
∂ρ 2 < 0 and γ s,i is a concave function of the parameter ρ. Note that the optimal ρ i can be obtained by solving ∂γ s,i ∂ρ = 0, which can be expressed as
Obviously, A 4 > 0 and A 3 + A 4 > 0. In addition, A 3 < 0 when 0 < α <
, so that 0 < ρ i,+ < 1 and 111892 VOLUME 7, 2019
ρ i,− > 1. However, A 3 > 0 when
< α < 1, hence 0 < ρ i,+ < 1 and ρ i,− < 0. Therefore, the optimal PS ratio for maximizing γ s,i can be expressed as
In order to obtain the solution of (P 1 ), theρ to maximize min γ s,1 , γ s,2 need to be calculated. We should jointly consider ρ i and ρ 0 to achieveρ, where ρ 0 satisfies γ s,1 = γ s,2 . Therefore, considering γ s,1 is concave, ρ 0 is chosen asρ when ρ 0 lies between ρ 1 and ρ 2 . Otherwise, ρ i that achieves smaller γ s,i is chosen asρ.
Using the quadratic formula and convenient mathematical calculations, ρ 0 can be calculated as
) Hence, 0 <ρ 0j < 1, and ρ 0j that have a larger γ s,i is chosen as ρ 0 . Above all, the proof of the Proposition 1 is complete, the result is shown in (12) .
Proposition 2: For a given TA ratio ρ, the optimal TS ratio of (P) in high SNR region is as follows,
Proof: For a given TA ratio ρ, the problem of (P) is equivalent to that of (P 2 ), as follows:
e,i , where H i (α) = 1 − α and G i (α) = log 2 γ s,i . The first and second derivatives of g i (α) with respect to α are derived as
The second-order derivative of f i (α) in terms of α after mathematical calculations can be written as
For a high SNR, since B 1 > B 2 and B 1 > B 3 , we have f i (α) < 0. Therefore, f i (α) is a concave function in terms of α. The optimalα is obtained by solving (25), as shown at the bottom of the next page. Considering in high SNR, (25) can be transformed to
By solving (26), the optimal α i is given by
where W (·) denotes the Lambert W -function. Similar to the proof of Proposition 1, we need to find α 0 which satisfies f 1 (α) = f 2 (α) by using popular binary search methods between α 1 and α 2 . By considering α 0 and α i , the solution in (P 2 ) is determined, as shown in (20). The proof is complete.
According to Propositions 1 and 2, an alternative iterative scheme to solve (P) is proposed and details is described in Algorithm 1. The initial PS ratioρ 1 is set to 0.001 since there's no energy for forwarding signals in relay ifρ 1 = 0.
IV. NUMERICAL RESULTS AND DISCUSSIONS
Secrecy capacity of the proposed secure JTAPS protocol is analyzed under various scenarios in this section. Moreover, the optimality of the proposed α * and ρ * are verified. Parameters are set as follows: P = 30 dBm, δ 2 = −20 dBm, η = 0.5 [16] , λ = 1, and λ e = 1 [3] , where λ is the mean Solve (20) with a givenρ t to obtainα t and the corresponding C s (α t ,ρ t ).
4:
Solve (12) with a givenα t to obtainρ t+1 and the corresponding C s (α t ,ρ t+1 ).
5:
if (|C s (α t ,ρ t ) − C s (α t ,ρ t+1 )| < ε) then 6: Set α * =α t and ρ * =ρ t+1 ;
7:
Let Flag = 1 and Break;
8:
Set α * =α t and ρ * =ρ t+1 ; 10: end if 11: end for 12: Output α * and ρ * . in exponential random variables |h 1 | 2 and |h 2 | 2 , and λ e is the mean in exponential random variables |g 1 | 2 , |g 2 | 2 and |g e | 2 . Fig. 2 plots secrecy capacity versus the TS ratio α or the PS ratio ρ. It can be observed that the proposedα (orρ) from derivation in (20) (or (12) ) are perfectly match with the optimalα (orρ) obtained by exhaustive search in (21) (or (13)). Therefore, the accuracy of Proposition 1 and Proposition 2 is verified. Fig. 3 depicts the influence of α and ρ on secrecy capacity. As shown in this figure, the proposed α * and ρ * are in accord with the optimal ones obtained by exhaustive search. Moreover, Fig. 4 represents the number of iterations to achieve the optimal secrecy capacity under different channel conditions. Obviously, the proposed iterative algorithm converges to optimal secrecy capacity within limited iterations. In addition, the secrecy capacity of the proposed protocol is almost in concordance with the optimal results achieved by exhaustive search especially in high transmission power areas (i.e., high SNR regions). Note that λ e plays minimal impact on the secrecy capacity. Therefore, without the eavesdropper's channel information, the proposed protocol can also achieve near-optimal secrecy capacity performance.
To better understand the impact of positional relationship of nodes on secrecy capacity, the proposed protocol is compared with the PS-TWR protocol in in various scenarios. Let P = 43 dBm, δ 2 = −97 dBm [16] , and the distance of the eavesdropper and relay d re = 10 m. The wireless channel between nodes i and j can be expressed as h ij = and j, and the path-loss exponent, respectively. Here, similar to [3] , we have m = 2.7 and the mean value λ ij of f ij is 1. Fig. 6 shows the effect of relay location on secrecy capacity. The distance between two sources is fixed at 100 m, e.g., d 12 = 100 m. The secrecy capacity decreases with the relay closing to either of the sources. Thus, the best secrecy capacity can be obtained when the R locates on the middle of the two sources. Fig. 7 shows the impact of distance between two sources on secrecy capacity. Note that the relay is equidistant from the S 1 and S 2 . As shown, the secrecy capacity decreases with the increasing of sources' distance. Further, from Figs. 6 and 7, it is clearly that the proposed protocol can achieve nearoptimal capacity.
V. CONCLUSION
A SWIPT-enabled two-way relay network is analyzed in the presence of an eavesdropper. A novel security protocol is proposed to maximize secrecy capacity by controlling PS ratio ρ and TA ratio α adaptively. Moreover, optimal ρ and α under high SNR are derived through a split-step iterative method. Numerical results demonstrated the effectiveness and accuracy of the proposed security protocol, and it is also proved that the proposed protocol can achieve the nearoptimal secrecy capacity.
